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Introductions.
The two new IAB members, Chris Cummiskey of Arizona and Aneesh Chopra of Virginia were welcomed. Each spoke briefly about their backgrounds and interests in IT:

Chris Cummiskey was elected to the Arizona State Legislature at the age of 26 and served in the House and Senate from 1991 through 2002.  He was appointed CIO for the State of Arizona in 2003. Chris works closely with the governor of Arizona and communicates regularly with other federal, state and local CIOs though such organizations as the National Association of State CIOs on leading issues and solutions. Chris has strong interest in strategies to enhance the processes and procedures of government I order to support innovative projects and IT capital investments. 

Aneesh Chopra, a graduate of the Harvard University John F. Kennedy School of Government, is Secretary of Technology for the State of Virginia. He provides leadership on lessons learned and new directions in IT, including integrating operations and technology projects aligned with the policies and programs across federal, state and local governments. Aneesh is a regular speaker on the national scene in healthcare, discussing his state's vision and plans for electronic health records for all citizens. He pointed out the critical shortage of skilled personnel in the health IT arena and the need to train more people to support the implementation of electronic health record projects.

Featured topic: “Managing Security and Privacy: Federal, State and Local Plans and Actions.”

Overview.
Managing security and privacy in handling citizen’s data and information is a demanding challenge for governments at every level. The ways privacy and security are managed will be important in strategic decisions. From implementing automated shared services for risk-assessment in public data and information systems to planning projects that provide better protection of privacy, these presentations highlighted lessons learned and best practices in  the U.S. Department of Justice, the State of Arizona and Arlington County, Virginia.

Federal Presentation.
“Cyber Security Assessment and Management (CSAM),” Dennis Heretick, Deputy CIO for Information and Security, U.S. Department of Justice.
For the past two years the Department of Justice has been using the CSAM, a web-based Federal Information and Security Act (FISMA) compliance toolkit developed internally, to decrease their time spent planning, testing and reporting and increase the time they are able to spend on core agency missions, like combating terrorism.  It is now being made available as a shared service to all federal agencies.
Dennis Heretick discussed the five services that comprise the CSAM and identified their benefits to participating federal agencies.

1. Risk-based Policy and Implementation Guidelines. This is a software toolkit providing a capability to identify threats and vulnerabilities to an agency’s mission.  The authoring tool tailors IT security standards and procedures to meet agency needs.  These tailored standards and procedures become the foundation for an agency’s security control baseline to achieve (FISMA) requirements.  CSAM includes threats and vulnerabilities, wizard-based software, risk-based control test cases, and templates to tailor the system to meet agency needs.
2. Enterprise Program Management Plan.  This is a comprehensive program management plan that serves as the foundation document that establishes an effective enterprise security management framework and organization structure.  The program management plan offers implementation strategies and establishes goals, performance metrics and a performance dashboard to monitor performance.  To support efficient and cost-effective management of security and privacy, this identifies a wide range of enterprise solutions, a system inventory process, security and privacy profiles and guidelines for implementing standard security configurations.
3. Subordinate Systems Security Plan.  At the subordinate system level, CSAM provides point-and-click wizards to tailor each system to its requirements based on scope, security category and common controls.  A custom set of minimum risk-based controls is selected to counter identified threats and vulnerabilities.

4. Training and Quarterly Workshops. The CSAM program offers agencies specialized training to effectively implement and test management, operational and technical security controls.  CSAM training applies automated tools, enhancements, and opportunities to share lessons learned to meet agency needs for continuous process improvement related to managing security and privacy.
5. Management Reporting.  CSAM provides automatically generated enterprise and system status reports.  These include FISMA Annual and Quarterly reports, OMB A-123 Management Assessment Assertions, Threat and Vulnerability reports and Privacy Impact Assessment reports. A flexible report generation capability permits customization to meet specific agency reporting requirements.

The IT architecture is based on OMB metrics, FISMA management rules, use of an Oracle Database Server, Web Application Server and connections through agency intranets and Web browsers.  

Federal agency customers include: Department of Homeland Security, Government Accountability Office, Departments of the Treasury, Department of Justice, National Park Service, Department of State, and the National Institutes for Health.

For more information contact Dennis Heretick: denis.heretick@doj.gov
State Presentation. 
“Securing Critical Assets: Arizona’s Security and Privacy Initiatives,”

Chris Cummiskey, CIO State of Arizona, Government IT Agency.
Chris Cummiskey explained the priority for Arizona to plan effectively for managing security and privacy throughout all its government services.  Arizona has been a leader in identity theft for past four years, having decentralized service delivery and IT infrastructure management which raises the state’s security risks.  The state’s citizens have easy access to public data, including Web Portal, a partnership with Google and the Arizona 2-1-1 program. Arizona and all states are required to manage federal privacy mandates including:
· Health Insurance Portability and Accountability Act (HIPAA).
· Federal Information Security Management Act of 2002 (FISMA).
· Family Educational Rights and Privacy Act (FERPA).
· Pending Data Security Breach (Privacy Disclosure).
Efforts to manage security and privacy in Arizona have focused on legislation, executive policies and state level initiatives.  For example, the Government IT Agency duties include statewide IT strategic planning and oversight, requirements for notification of compromised personal information, guidance on appropriate information practices and protection of all personal information collected from its citizens and consumers, and current legislation proposes the statewide information Security and Privacy Office to be placed in  the Government IT Agency.

Current state security and privacy initiatives include:

· Annual standards compliance assessment.
· Gap closure process training and awareness.
· Annual CIO awareness training.
· Business continuity planning.
· IT Disaster recovery, incident reporting and event management.

Lessons learned from Arizona’s initiatives that can be useful for other states are:
· Privacy protection should drive IT security standards. 

· Ensure IT planning and standards compliance for effective implementation.
· Risk management should be tailored to level of risk.
· Business Impact Analysis (BIA) should target Critical Business Function (CBF) mapping.
· Agencies need actionable, documented and tested workaround procedures.

· Statewide Central Oversight & Control is needed in decentralized environments for security protection to be effective. 

The following online references provide beneficial guidance for other states planning to improve management of security and privacy:

· Arizona’s Statewide IT Enterprise Architecture, Quality Assurance, and IT Security Standards: http://azgita.gov/policies_standards/
· Arizona’s online assessment tools (PARIS, ISIS & TISA) allow streamlined IT planning, standards compliance assessment, and inventory reporting: http://azgita.gov/apps/
· Business Continuity/IT Disaster Recovery Planning guide: http://www.dem.state.az.us/busines%20continuity/Phase-2-Guidance%20K-

 HYPERLINK "http://www.dem.state.az.us/busines%20continuity/Phase-2-Guidance%20K-1.pdf" \t "_parent" 1.pdf
For more information contact Chris Cummiskey at ccummiskey@azgita.gov.

Local/County Presentation. 
“Leading Security and Privacy Planning and Projects,” 
David Jordan, Chief Information Security Officer, Arlington County, Virginia

David Jordan focused on why local governments need to take certain actions to enhance the management of security and privacy in systems and software, with emphasis on educating citizens, employee information and training programs and strategic planning and budgeting to address local threats and vulnerabilities. 

The need for security is becoming more important due to:
· E-Government initiatives. 
· Requirements for communicating and doing business safely in potentially unsafe environments.
· Need to provide continuity of county services in the event of an emergency. 
· Need to insure the maximum utilization of county’s technology investments.
· Priority to provide employees a worry free cyber work place. 
Arlington ensures management of security and privacy are handled in a consistent and systematic way for all services across the government.  The information security methodology is a complete security solution that requires: prevention, detection, response, forensics and reporting.  Network security is a continuous process aligned with policy involving the four steps: secure, monitor, test and improve.  Securing the network requires working coordinating the security steps across all departments, continuous monitoring and public communication.  In this process Arlington is able to validate the effectiveness of its security policy through system auditing and vulnerability scanning. 
Fro example, through use of assessments of spam attacks over certain timeframes, Arlington can make improvements to security implementation and adjust the security policy as vulnerabilities and risks are measured and identified as risks. 
Employee training is an important part of managing security and privacy.  The Arlington Office of Technology Services meets with each new employee to raise awareness of measures they can use to protect their systems against virus attacks, spam and spy ware.
Arlington plans future improvements to management of security and privacy that will support confidence of employees and citizens in their systems and services, as well as protection against risks and vulnerabilities related to emergencies and terrorism. 

For more information contact David Jordan: djordan@arlingtonva.us
The next Quarterly IAB Teleconference will be Thursday August 16th, 1-2 p.m. Eastern.
Please send your recommendations for topics to Marc Wine at marc.wine@gsa.gov
Submitted by:

Marc Wine

USA Services Intergovernmental Solutions

GSA Office of Citizen Services and Communications

PAGE  
1

